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What is 

Cybersecurity and 

Why is it so 

Important? 
Cybersecurity is the practice of protecting 

systems, networks, and programs from 

digital attacks. These cyberattacks are 

usually aimed at accessing, changing, or 

destroying sensitive information; extorting 

money from users; or interrupting normal 

business processes. Effective cyber security 

reduces the risk of cyberattacks and 

protects against the unauthorised 

exploitation of systems, networks and 

technologies. 

 

Implementing effective cybersecurity 

measures is particularly challenging today 

since there are now more mobile devices 

than people and cybercriminals are 

becoming more innovative in their attacks. 

 

Cybersecurity has become increasingly 

important recently as governments, 

corporations and people collect, process, 

and store vast amounts of confidential 

information and transmit that data across 

networks. 

Source: https://teiss.co.uk/wp-

content/uploads/2018/04/FINAL-FINAL-C739-Verizon-

DBIR_2018-Main_report-180404-24-optimised.pdf 
 

 Cyber-attacks have become more 

sophisticated with attackers using an ever-

growing variety of tactics to exploit 

vulnerabilities, such as social engineering, 

malware and ransomware. 

 

The table below shows that all industries 

are prone to cybercrime in a variety of 

ways. Meaning that with the sophistication 

of cyberattacks, there is now an increased 

demand for cybersecurity services. 

The cybersecurity industry in 

growing exponentially as companies 

across the globe are growing more 

aware of the potential threat leading 

to a greater amount resources being 

allocated to companies that can help 

mitigate such risks.  

With a vast amount of people and 

investors still unaware of the rapid 

growth in cybercrime and the security 

industries outlook we feel that It is first 

necessary to understand the true 

magnitude of the issue first.  

The research to follow will discuss the 

above whilst also presenting ways in 

which the cybersecurity index is ready 

and set to identify these positive trends 

in the cybersecurity industry. 

 

2017 Incidents 
by Industry 

Crime-
ware 

Cyber 
Espionage 

Denial of 
Service 

Every- 
thing Else 

Stolen 
Assets 

Misc. 
Errors 

Card 
Skimmers 

Privilege 
Misuse 

Point 
of Sale 

Web 
Applicati
ons 

Accommodation 5.65% 1.88% 0.27% 3.49% 1.08% 0.54% 1.61% 0.27% 82.26% 2.96% 

Education 6.51% 2.40% 51.71% 16.44% 3.42% 5.48% 0% 4.11% 0% 9.93% 

Financial 8.18% 3.51% 56.09% 9.85% 2.67% 3.67% 8.18% 1.50% 0.33% 6.01% 

Healthcare 20.51% 18.38% 0.13% 8.39% 12.78% 24.10% 0.67% 3.20% 0.13% 11.72% 

Information 1.87% 0.16% 19.06% 2.66% 0.10% 1.12% 0% 0.13% 0.70% 74.83% 

Manufacturing 52.89% 4.10% 13.78% 7.26% 2.79% 0.56% 0.19% 15.27% 0% 3.17% 

Professional 45.59% 5.15% 19.12% 7.54% 3.13% 5.51% 0% 7.54% 0.18% 6.25% 

Public 26.27% 45.24% 3.08% 0.30% 16.36% 7.78% 0% 0.53% 0% 0.43% 

Retail 8.20% 3.47% 26.81% 3.79% 2.21% 3.47% 25.55% 0% 3.47% 23.03% 

https://teiss.co.uk/wp-content/uploads/2018/04/FINAL-FINAL-C739-Verizon-DBIR_2018-Main_report-180404-24-optimised.pdf
https://teiss.co.uk/wp-content/uploads/2018/04/FINAL-FINAL-C739-Verizon-DBIR_2018-Main_report-180404-24-optimised.pdf
https://teiss.co.uk/wp-content/uploads/2018/04/FINAL-FINAL-C739-Verizon-DBIR_2018-Main_report-180404-24-optimised.pdf
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What is Driving the Growth in 

Cybersecurity? 

 

In the below (left) chart you can see that there are still sizable and consistent major attacks 

monthly. (Although the total number of publicized incidents worldwide that made it into the 

news has decreased from 2016 – 2017). 

 

 
Source: https://www.hackmageddon.com/2018/01/17/2017-cyber-attacks-statistics/ 

 

A recent study conducted by Morgan Stanley suggests that the cyber security market could 

grow by more than four times the overall spending on IT products by 2020! 

The below two charts show which industries were attacked and how. You will see from the data that 

malware and account hijacking were the most used modes of cyber attacks. 
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Source: https://www.hackmageddon.com/2018/04/19/march-2018-cyber-attacks-statistics/ 
 
 

Cyber security is the fastest growing 

crime by far and is recognised as one of 

the greatest threats to business around 

the world, with the cost of cybercrime 

worldwide estimated to reach $2 

Trillion per year by 2019! To put things 

in to perspective if it were a country it 

would represent the 8th largest 

economy by way of GDP with an annual 

growth rate faster than China!  

 

Measures within the new National 

Cyber Security Strategy to keep the 

UK’s cyberspace safe are therefore 

crucial to the future of the UK’s 

economy. 

 

“Cybercrime is one of the biggest issues 

facing national security” deemed 

President Trump. In April 2015 the 

Whitehouse issued an executive order  

 

in which Obama, who sees eye to eye 

with Trump on this subject stated "The 

increasing prevalence and severity of 

malicious cyber-enabled activities 

originating from, or directed by persons 

located, in whole or in substantial part, 

outside the United States constitute an 

unusual and extraordinary threat to the 

national security, foreign policy, and 

economy of the United States. I hereby 

declare a national emergency to deal 

with this threat” 

 

The U.S. government will invest over 

$19 billion for cybersecurity as part of 

Obama's Fiscal Year (FY) 2017 Budget. 

This represents a more than 35 percent 

increase from FY2016 in overall federal 

resources for cybersecurity, a necessary 

investment to secure the nation.  

The chart below shows that venture 

capital firms have invested about $13.6 

billion into cybersecurity companies 

since 2013. 
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Source: https://www.cbinsights.com/research/cybersecurity

-startup-deals-funding/ 

 

This clearly shows the number of 

targeted attacks and cybercrimes 

is increasing rapidly which is 

driving the growth in 

cybersecurity and is continuing 

to augment the demand for 

these services, as venture capital 

firms have continued to pour 

money into this space.  

 

The growing number of cybersecurity 

measures taken by governments, 

organisations and corporations is a very 

good sign for the cybersecurity industry 

and investors alike.  

 

 

 

What is the 

Industry Outlook 

for 

Cybersecurity? 

 

• In 2004, the global cybersecurity market 

was worth $3.5 billion — and by 2017 it 

will be worth at least 35X that amount, 

according to numerous estimates from 

market researchers and analysts. 

 

• Cybersecurity is one of the fastest growing 

and largest technology sectors. Four 

predictions from Cybersecurity Ventures 

frame the cybersecurity economy over the 

next five years, from 2017 to 2021. 
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• Global spending on cybersecurity products 

and services to combat cybercrime will 

exceed $1 trillion cumulatively over the 

next five years, from 2017 to 2021. 

 

At the current growth rate Cybercrime 

damages will cost the world $6 trillion 

annually by 2025 

 

• There will be 1.5 million cybersecurity job 

openings by 2019, up from 1 million in 

2016. By 2025, the demand for 

cybersecurity professionals will increase to 

approximately 6 million globally. 

 

 

• The cybersecurity unemployment rate will 

remain at 0% over the next 5 years. 

 

The below chart shows how three 

growth areas will continue to propel 

and expand the cybersecurity 

industry going forward. 

 
Source: Bloomberg Intelligence (Anurag Rana – Senior 

Industry Analyst), Sept. 22nd, 2016 and IDC 

 

 

 

Cyber-criminal activities worldwide 

continue to increase, in many cases, 

organized crime rings operate 

worldwide, and their profits are very 

high. 

Cybercriminal organizations operate at 

scale; everyday crooks attempt to 

monetize their efforts with a fantastic 

number of attacks. Below a list of the 

estimated daily cybercrime activity: 

 

• 80 billion Malicious scans of the 

Internet for vulnerable web services; 

• 300,000 to one million new samples 

of malware; 

• 4,000 ransomware attacks every 

day; 

• 33,000 phishing messages; 

• 780,000 Records lost due to security 

breach; 

 

We expect further growth in 

cybercrime, the attack surface of 

modern companies will continue to 

increase due to the adoption of 

“internet of things” (IoT) devices and 

cloud storages. 

“Cybercrime will also continue to grow 

as hackers increase their use of artificial 

intelligence tools to create malware and 

identify targets and move into the cloud. 

Criminals will take advantage of cloud 

services both as targets and as tools to 

house malware and launch DoS attacks,” 

concluded McAfee. 

This expected growth in cloud-based 

security solutions for connected devices 
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will continue to drive the overall growth 

for the cybersecurity industry. 

 

 
Source: https://www.cbinsights.com/research/cybersecurity

-startup-deals-funding/ 
 

As a result, continued growth 

and increased spending in this 

space strongly shows that the 

cybersecurity industry will be a 

profitable investment for the 

foreseeable future. 

 

Conclusion? 
 

The above analysis illustrates that 

cybercrimes have increasingly affected 

nearly every industry in numerous of ways, 

thereby significantly increasing the 

demand or cyber security services. With an 

exponential growth in attacks over the last 

few years governments around the world 

have put cybercrime at the top of the list 

of potential threats to national security 

and are spending more money on new 

ways to protect themselves against such 

risks.  
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